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Abstract

Website service of the Faculty of Science, Mahidol University has a risk of being invaded
by cyber-attacks and is being compromised into the system without permission. Therefore, a
process for managing security information as well as security events (Security information and
event management: SIEM) has been developed for the server of Faculty of Science, Mahidol
University. SIEM has been developed by analyzing the problems and pain point of the security
information management process and security incidents of 40 web servers running in different
operating systems and web services and studying open-source applications capability of handling
security data. It was found that the Wazuh, an open-source program has the ability to collect
computer traffic data from various servers, as well as analyze and examine the computer traffic
data in real-time. Wazuh can respond to security events in a timely manner, such as blocking
access from malicious attackers. It can also analyze and investigate traces of attacks in the past as
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well from installation, configuration, and performance testing. As a result, this new work process
collects traffic data from computers to analyze and verify with a real-time automation. It offers a
quick search feature with filtering options for retrieving security incident information. If an attack is
detected, it will automatically block the attacker from accessing the server again. The system can
also display safety event data as statistical graphs that can be easily understood. In addition,
budsget for the security information and security incidents management system has been reduced
by millions of baht each year.

Keywords: data security and incidents management, cybersecurity, computer traffic data
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